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ABSTRACT

This thesis presents an analysis, design and
i npl enentation of the Naval Postgraduate School’s Sensitive
Compartnented Information Facility (SCIF) consolidated
Access dat abase and website. The database was designed
using a Mcrosoft Access 2000 rel ational database. This new
dat abase consolidates two previously separate personnel and
classified inventories databases. The SCIF website was
created utilizing Macronmedia s Dreammeaver MX Active

Server Pages are used to provide connectivity between the

website and database. The website accessible via any
standard browser will provide the capability for designated
users to manipulate data in the database. Protection of

sensitive data is inplenmented wutilizing Macronmedia' s

enbedded user aut hentication features.
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| . 1 NTRODUCTI ON

A BACKGROUND

The Naval Post graduate  School ( NPS) Security
Manager/ Speci al Security O ficer (SSO, as part of his
over al | responsibilities to saf eguard classified
information, maintains up-to-date, accurate personnel and
classified material inventories. To aid acconplishnment of
these tasks, the NPS Security Mnager had attenpted to
devel op two separate flat-file databases using Access 95/ 97

to track m ssion-critical information.

These databases, while mnimally acceptable in the
past to sinply track personnel and classified naterial, are
obsol ete and no longer fully support the staff’s expanding
i nformati on needs. As designed, these database systens do
not interface with each other, requiring the use of two
separate applications and duplicate data entry by database
mai nt ai ners. For reasons unknown to the SSO staff, the
exi sting materi als database is not functioning properly and
data corruption is suspected as database nodify controls
were enabled for both database users and mintainers.
Additionally, since the databases were placed into the
production environnent, several new business practices have

evol ved, requiring a nore versatile and robust database.

A functional rel ati onal dat abase would reduce
redundant data entry requirenents, ease user interaction
with the large anounts of data involved, and inprove
customer service and accountability. As M crosoft 2000
products are in w despread use at the Naval Postgraduate

1



School, the front-end of the Sensitive Conpartnented
Information Facility (SCIF) database wll be an Access 2000

pr oj ect .

B. PURPOSE

The purpose of this research is to provide an
i ntegrated intranet and dynam c access dat abase application
for the Security Manager that:

1. | mpl ement s user-1| evel security to prevent
unaut hori zed access to SCIF information.

2. Conmbi nes functionality of two existing databases
with additional features required by the end-users into one

consol i dated user-friendly application.

3. Store the database on a server to enable nultiple

user access.

The objectives of this thesis are:

1. To devel op and design a consolidated Access 2000
Dat abase for the personnel and classified material

i nventories.

2. To allow wusers access to Security Manager

specified information on the Classified Intranet via any

standard web browser (i.e., Internet Explorer).
3. To provide a user-friendly front-end interface,
allowing users with limted oconputer skills to retrieve

i nformati on as needed.



4. To provide conprehensive docunentation that
al |l ows any dat abase-savvy adm ni strat or to make

nodi fications allow ng for future database upgrades.

5. To addr ess dat abase security I ssues by
i npl ementing user-|evel security and perm ssion settings.

C. SCOPE AND ORGANI ZATI ON OF STUDY

The scope of thesis included the foll ow ng:

1. Process

A conprehensive requi renents analysis for the proposed
dat abase was conducted. The primary requirenent generation
met hod used included conducting ongoing interviews wth
st akehol ders concerning desirable changes and i ncl usions

for the new and i nproved dat abase.

2. Desi gn

During the design phase, new database tenplates that
conbi ne current information requirenments with capabilities
desired by the stakehol ders were devel oped. Access and
Dreammeaver forms provide the interface to information in
t he SCI F dat abase.



3. | nport Dat a

The new database was populated by inporting the
exi sting database data into the new database system after

the integrity of the data was verified.

4, Pr ot ot ype

Two phases were used to prototype the database. A
st andal one version of the new database was devel oped and
tested using Access 2000. The second phase consisted of
testing the prototype database using a front-end and back-

end.

5. Fr ont - end/ Back- end

Foll ow ng an evaluation period of the stand-al one
prot otype, the Access database was connected to a front-end

i ntranet web site.

6. Docunent ati on

The nodel, including the design and inplenentation of

the SCIF rel ati onal database, was docunent ed.

D. CHAPTERS

This thesis is organized as foll ows:

Chapter | Introduction — provides a brief
description of the objectives of the thesis, the

scope, organization and nethodol ogy of study.

4



Chapter |1 Access 2000 Definition and Design - is
a detailed description of the Access database

concepts and design.

Chapter I11 Access 2000 Project — is detailed

description of the Access dat abase project.

Chapter |V Intranet and Database Connectivity -
descri bes how the database will be accessible via

the classified intranet.

Chapter V Summary — This chapter provides a short
sunmary of the thesis and addresses possible

future nodifications.

Appendi x | — User’s Manual .
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1. DATABASE DEFI NI TI ON AND DESI GN

This chapter will explain the defining characteristics

of relational database systens. Specifically, this chapter

will address Mcrosoft Access 2000 concepts wused in
creating the SCIF database. Topics covered will include
referenti al integrity, primary and secondary Kkeys,

normal i zati on and join properties.

A M CROSOFT ACCESS 2000

M crosoft Access 2000 is a powerful and robust 32-bit
rel ati onal database managenent system used for creating
desktop and client/server database applications. Access
2000 is a part of the Mcrosoft O fice 2000 Professional

and Devel oper editions.

1. New Feat ur es

There have been several changes from Access 97 to
Access 2000. The nost significant change is the adoption
of ActiveX Data Objects (ADO) 2.1, which replaces Data
Access bj ects (DAO enbedded in previous Access versions.
VWhile still supporting databases using DAO, the future of
dat a and dat abase connectivity for Ofice will be based on
ADO, making DAO obsolete in the long term 1In the past
Access used macros for programm ng. Access 2000 conti nues
to use macros; however, Mcrosoft recomends that database
designer’s start transitioning to Visual Basic for

Applications (VBA) 6.0 as macros may not be supported in

7



future versions of Access. Access 2000 offers Internet-
related features for creating HTM. docunents for use on
intranets and the Internet. Per haps the nost inportant
i nprovenment in Access 2000 is the addition of Data Access
Pages (DAP) which allow the display of static web pages.
[1]

2. Security

Access is designed for <creating applications for
mul tiple users. Access has a security systemthat prevents
unaut hori zed persons from viewi ng or nodifying database
files shared on networks. Access 2000 inherits security

features from M crosoft’s SQ. Server. [1]

3. System Requi renments

Access 2000 is a resource-intensive application as are
all O fice 2000 software packages. O fice 2000 requires a
Pentium PC with a m ni nrum of 32 MB of RAM W ndows 95/ 98/ NT
v4.0/ 2000 and a m ni mum of 400MB of free space. [1]

4. Access Objects

A full scale Access application includes various types
of objects. Access table, form report and query objects
serve the four basic functions of Access that organi ze data

in an application structure.



a. Data Organi zation

Good dat abase design requires the use of a top-

down sequence. Tables are created first; queries based on

those tables are created next; and finally forns and

reports are created using queries. Figure 1 shows the
basi c organi zation in sequence. [1]

Dat a
Or gani zati on

Supporting
Functi ons

Macro
Tabl e Tabl e Tabl e
\M Module
Query
4r////,~\\\\\ﬁ~ Security
Form Report
Printing
Publishing
Figure 1. The Basi c and Supporting Functions of Access

(After:[1])



Tabl e — An object that stores information added
to the database by the user. Forns are the
medi um used for data entry. [1]

Query - An object that allows filtering, sorting
and conmbi ning of data. Good database design
dictates fornms and reports be based on queries.
[1]

Forms — An object used to enter and view data in
t he database. A form presents data in |ogica
format. Fornms are user friendly and the use of
format controls ensures correct data entry via
dr opdown boxes and validation rules. [1]

Reports - Allow the printing of detailed, sunmary
information from both queries and tables. The
ability to provide neaningful reports is one of

t he defining purposes of a database. [1]

b. Supporting Functions

Supporting functions provide the database with
addi ti onal opti ons t hat i nprove functionality

exponentially.

Macro — A sequence of actions that automates
repetitive database operations. [1]

Modul es — Functions and procedures witten in the
Vi sual Basic for Applications (VBA) progranm ng
| anguage. The capabilities of npdul es exceed

t hose of standard macro acti ons. Modul es wi | |

10



eventual ly replace macros in future rel eases of
Access. [1]

Security — Allows granting access and perni ssions
to users or groups, restricting their ability to
view or nodify all or a portion of the tables in
t he database. [1]

Printing — Allows virtually anything viewed in
Access’s run node to be printed.[1]

Publ i shing - Allows publishing of Wrld Wde Wb
(WAN pages using Data Access Pages (DAP). [1]

B. THE RELATI ONAL DATABASE MANAGEMENT SYSTEM ( RDMS)

An RDMS is an application that can create, organize
and edit informtion. The information may be displayed
t hrough user or designer selected views and printed in
formatted reports. Most RDMSs include macro functionality
or a macro |anguage. Access, a desktop RDMS, uses the

progranm ng | anguage Vi sual Basic for Applications.

One of the advantages of a RDMS is the ability to use
multiple relationships between tables that store data.
Mul tiple rel ati onshi ps over cone i nher ent st or age
inefficiencies created when all information is placed in a
single table and i nprove database effectiveness. A unique
identification nunber is required for each record entered
into a table. This identification (I1D) nunmber is usually
assigned automatically by the database and serves as the
primary key when in its parent table and as a foreign key

when it is in an associated table. Association of the two

11



tables using primary and foreign keys <creates a

relationship.

Rel ati onshi ps between tables <can exist in four

forms:[1]

1. One-to-one rel ati onshi ps: In a one-to-one
relationship, a record fromthe prinmary table is related to

only one record in the associ ated table.

2. One-to-many rel ationship: In a one-to-nmany
relationship, a record in the primary table may have nmany
related records in the second table, but for any record in
the second table, there is only one matching record in the
first table. This is the nost common of the relationship
types.

3. Many-t o- one rel ati onshi p: A many-t o-one
relationship is nmuch the same as a one-to-nmany

rel ationship, only viewed fromthe opposite vantage point.

4. Many-t o- many rel ati onshi ps: A many-t o- many
rel ati onshi p occurs when there are no uni que rel ationships
between tables. This type of relationship is resolved by
maki ng an internmedi ate table that connects two one-to-nmany

rel ati onshi ps.

C. JO N PROPERTI ES

Ajoin is the process of linking tables or queries by
associating data fields in the tables or query. The
default field for association is the primary key field in
one table to those that have the sanme key field in the

associ ated tabl e.

12



There are four types of joins in a database. [1]

1. Equi -join (inner joins): The equi-join is the
nmost common type of join. This type of join returns only
val ues from both tables.

2. Quter join: Ajoin that returns all rows from one
of the tables even if there are no matching values fromthe
ot her table.

3. Theta join: A join that allows relating data by
usi ng conparison operators other than the equal sign (=)
are named Theta j oins. Theta joins are created by using

the less than (<) or greater than (>) signs.

4. Self-join: A self-join relates data paraneters

within a single table.

D. REFERENTI AL | NTEGRI TY

Referential integrity is probably the nost inportant
feature in database design that is available in all
versions of Access. Referential integrity prevents the
creation of records w thout connection to a primary table.
Referential integrity enforcement prevents deletion or
nodi fications of data in a parent table (the one side in a
one-to-many relationship) on which data from child table
(the many side in a one-to-many rel ationship) depend. Two
update features help maintain referential integrity:
cascadi ng updates and cascadi ng del etions. The cascadi ng
update feature automatically updates all known associ ati ons

after a record is changed in the database. Cascade del ete,

13



after deletion of a record, deletes any associ ated records.
[2] As such, the cascade delete function should be used
with care as it may cause unintentional |oss of data and

corruption of the database.

E. KEYS

Each table in a database nust have a key assigned. A
key uniquely identifies a row. There are two types of
keys: primary and foreign. A primary key is a field that
uniquely identifies a record. A foreign key is the primry
key from one table inserted into another table in the
dat abase. The primary key can be based on nore than one
field in the record; for instance, a primary key may

include a foreign key and one or nore fields in the record.

F. NORMALI ZATI ON

Normalization is +the process of evaluating and
converting a relation to reduce the nunber of nodification
anomal ies. An anomaly is an undesired consequence of data
nodi fication. The purposes of normalization include the
following [3]:

El i m nation of duplicate information in tables.

Accommodati on of future changes in the structure

of tables.

M nim zation of database structural change on

user applications that utilize the data.

14



1. First Normal Form (1NF)

First normal form requires that a table contain no
repeating groups and that data cells contain only one
value. It also requires that all colums in a relationa
dat abase table be unique. Any table that contains
duplicate data nust be separated into two separate tables

to satisfy first normal formcriteria.

2. Second Normal Form (2NF)

Second normal formrequires that all non-key col ums
be fully dependent on the primary key, which requires each
colum to be determ ned by the primary key. A table nust
be in first normal form before applying second normal form
rul es. Second normal form w |l reduce redundancy errors

associated with the first normal formcriteria.

3. Third Normal Form (3NF)

Third normal formrequires that tables conformto both
first and second normal fornmns. It also requires that al
non- key colums be dependant on the table’'s primry key and
i ndependent of each ot her (i.e., no transitive
dependenci es). Third normal form elimnates nost of the
anomal i es known in databases today and is the nobst common

standard for nornmmlization in commercial databases.

4. Fourth Normal Form (4NF)

Fourth normal formis a unique type of normalization
that pertains to tables when many-to-nmany rel ationshi ps
15



occur requiring that independent data entries be stored in
the same table. A table is in fourth normal form when al

mul ti-val ued dependenci es have been el i m nat ed.

5. Fifth Normal Form (5NF)

Fifth normal formrequires conpliance with the rules
of third normal form and fourth normal form when many-to-
many rel ati onships exist. Fifth normal formrequires
reconstruction of the original table from previously

separated tables to achieve normal formrequirenents.

16



11'1. SC F DATABASE REQUI REMENTS AND DESI GN

The SCIF database is designed to neet certain
requirenents. First the database nust be able to store
rel evant information on personnel and classified libraries
dat a. Second, the SCIF database wll be intranet
accessi ble via any standard web browser. Third, access to
dat abase i nformati on must be secured by inplenmenting four

access | evel s:

The normal user will be able to view only the
classified inventory. This is nost restrictive

access | evel .

The extended user will have read privil eges for
both the personnel and data portions of the

dat abase.

The limted adni ni strator wi | have full
read/ wite access to the data contained in the

dat abase.

The adm nistrator is the least restrictive access
| evel . The adm nistrator will have full access
and control over the database, including the
ability to nodify the database schenn.

A. SCI F ENTI TI ES

There are four entities in the SCl F dat abase. The
follow ng, Table 1, lists the four entities enbedded in the

security manager rel ational database; the table al so

17



provi des a brief description of each table s associ ated

busi ness rul e.

Entity Busi ness Rul es

Per sonnel I nformati on concerning personnel entered

into the dat abase

Dat a I nformati on concerning materials entered

into the dat abase

Per sonnel _ Cont ai ns information regardi ng personnel
Dat a t hat have custody of data
Access Level Cont ai ns personnel access |evel related
of Personnel i nformati on

Tabl e 1. SCIF Entities

18




The personnel

tabl e bel ow, Table 2,

cont ai ns

descriptive informati on about each attribute in the

personnel table.

PERSONNEL Data Type | Description

Per sonnel I D Aut oNumber | A unique identification
number assigned by Access to
each person

Last Name Text Last Nane

Fi r st Name Text First Name

SSN Text Soci al Security Nunber

Phone Text Tel ephone Nunber

Bl dg# Text Bui | di ng Nunber

Roonm¥# Text Room Numnber

SI PRNETI D Text Secret Internet
I dentification

S| PRNETEMAI L Text Secret Internet Email Address

NSANETI D Text Nati onal Security Agency
Internet Identification

NSANETEMAI L Text Nati onal Security Agency
I nternet Email Address

UNI XI D Text (UNI X) Identification

UNI XEMAI L Text UNI X Emai | Address

JDI SSI D Text Joi nt Depl oyabl e I nformation
Security System (JDI SS)
I dentification

JDI SSEMAI L Text Joi nt Depl oyabl e I nformation
Security System Emai l

Tabl e 2. Personnel Entity

19




The data entity, Table 3, contains descriptive

i nformation about each attribute in the data table.

Dat a Data Type |Description

Dat al D Aut oNumber | A unique identification
number assigned by Access to
each piece of data

Bar Code# Text A uni que identification
number assigned by Access to
each person

Cl assification Text Bar code nunber of the piece
of materi al

Ori gi nat or Text Originator of Materi al

DI A Production# | Text DI A Producti on nunmber of
mat eri al

Copy# Nurnber Copy# of materi al

Dat eof Mat eri al Dat e/ Ti ne Date material created

Subj ect Text Subj ect of materi al

Dat e Recei ved Dat e/ Ti ne Date material received at the
command

Abst ract Text Brief overview of materi al

Medi aTypel D Text Type of nedia the material is
contained in

Last Updat e Dat e/ Ti me Dat e of |ast update

Destroyed YES/ NO Mat eri al destroyed (Yes/ No)

Dat eDest r oyed Dat e/ Ti me Date material destroyed

Dest r oyedby Text The person destroying the
mat eri al

W t nessedby Text The person witnessing the
destruction of the materi al
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Aut hori zi ng Text The person authorizing the

Per son destruction or transfer of
the materi al

Saf e# Number Saf e# where the material is
st ored

Dr awer # Nunber Drawer# where the material is
st ored

CheckOQut Dat e Dat e Date material checked out

Checkl nDat e Dat e Date material checked in

Ot her Text Ot her pertinent information

Tabl e 3. Data Entity

Table 4, the Personnel _Data table contains the
Personnel I D and DatalD primry keys. The Personnel Data
joins the personnel table to the data table.

Personnel Data |Data Type |Description

Personnel I D Nunber A uni que identification
nunmber assigned by Access to

each person

Dat al D Nurnber A uni que identification

nunber assigned by Access to
each piece of data

Tabl e 4. Personnel Data Entity

The access table contains descriptive information
about each person and their associ ated access | evels.
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Access

Data Type

Description

Accessl D

Aut oNumber

A uni que identification
number assigned by Access to

each person

Personnel I D (FK) | Nunber

A uni que identification
number assigned by Access to

each person

Level Checkbox Access | evel of personnel. a
choice of SI, TK, BYE, GG,
EU, or NK
Tabl e 5. Access Entity
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The additional tables contain information about the

dat abase’ s | ookup tables, destroyed data tables and sub-

cust ody tabl es.

Addi t 1 onal
Tabl es

Descri ption

Saf e Lookup

Safe nunbers in SCIF

Dr awer Lookup

Drawer nunbers in safe

Medi a Type
Lookup

Dropdown menu with a choice of CD, DVD,
Fl oppy Di sk, Publication, Video, WorKking
Papers or Zip Disk

Aut hori zati on

Lookup

Li st of personnel with destruction

aut hori zati on.

Destroyed Dat a

Tabl e of destroyed data

Subcust ody Dat a

Tabl e of data that is checked out to

per sonnel

Tabl e 6. Addi ti onal Tabl es
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B. SCI F ENTITY RELATI ONSHI P DI AGRAM

Figure 2 shows the four tables and associated
attributes in the SCIF database. It displays the three
one-to-many rel ationships that connect the four tables
t oget her and associ ated | ookup tables. The Personnel and
Access Level of Personnel is a one-to-many relationshinp.
The one-to-many rel ationship states that personnel can have
nore that one access |level. By design, the Personnel and
Access Level one-to-many relationship enforces referenti al
integrity by selecting the cascade update of related fields
and cascade delete of related records. The database is
designed in this manner so that when a person is deleted

fromthe database, the associ ated access | evels are al so

|1 | SEEEEEEE—
PersonnellD DatalD P—
LastMarme BarCode# Draverdt
FirstMame ﬁ DIA Productions#
55M PersonnellD Classification )
Phores# IDatam Level g
Bldg# Criginatar
m; Roam# Copy# |Safe#
£ SIPERMETID Subject
AccessID SIPERMETEMAIL Abstract i
Lewel MSAMETID Dateoftaterial g:
MSAMETEMAIL LastUpdated MediaTypelD
UNIZID DateReceived MediaType
@ UNIXEMAIL MediaType e —
DakalD IDISSID Destroved :
BarCode# JDISSEMAIL DateDestroyved ﬁ
Classification MSA NET COURSE Destrovedby Aaithorizats
Originator COMPLETION DATE Wiitnessedby AutharizingPerson
DIA Productions AuthorizingPerson
Copy# Safes
DateofMaterial Drawer#
Subject CheckOutDate
MediaTvpe CheckInDate
Destroyed Cther
DateDestroved
Destroyedby
Wiknessedby
AuthorizingPerson

Fi gure 2.

SCIF Entity Rel ati onship Di agram
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del eted from dat abase tabl es and queri es. The Personnel
and Data tables have a many-to-nmany rel ationship. The
Personnel Data table is the internediate table that
connects two one-to-many relationships. Enf or cenent of
referential integrity for this many-to-many relationship
will allow the cascade update of related fields. The
cascade delete of related records is not selected for the
personnel -data relationship for two reasons. First, it
alerts the database nmaintainer that the person to be
del eted has not returned classified data checked out from
the library. Second, it forces the database nmaintainer to
pl ace the data back into the SCI library circulation,

al l owi ng other users possible access to that data.

C. NPS SCI F DATABASE FORMS

The first form that a user will see is the SCF

startup form displayed in Figure 3.

EH Microsoft Access - [Startup : Form]
Fle Edt View heort Format Records  Tookk Window  Halp -8
-l Sk 2] ALEE- T

oy [Datal Destructions
@ Fania Personnel Data Location

Username S
and Password Persannel
Access

Individual
Subcustody
Report

NSANET

Fi gure 3. Start-up form

25



It has three headi ngs:
reports.

dat abase managenent,

forns and
Locat ed underneath the database managenent (Dbase

Mgnt) heading is an action button to append destroyed data

fromthe active database into a destroyed data table.

pur pose of

archive of all data that

Below the forns heading there are data,
usernane and password action

Under
buttons to print

i nformati on.

personnel access,

dat a.

The data form shown in Figure 4,

the destroyed data table is

destruction information,

subcust ody reports,

has been destroyed.

buttons to enter

dat a

all ows the user

The

to maintain an

per sonnel ,
rel ated
the reports heading there are action
| ocati on,
and NSANET rel at ed

to

enter all data related information into the SClIF dat abase.
It also allows the user enter destruction-rel ated
i nf ormati on.
Data Form Add Data Close Form |
" san| | R vediaType| [ ]
Ex] ] Classification| | -
Orlglnator| | AccessLeveIl ﬁ
DIA Productlon#l | . i
copyt| | | LastUpdated| ammnv [ 10-Jun-2002]
Date of Materiall ] lij
Subject| | — Destroyedl =
DateReceivedl Gy [ DateDestroyed| -nnmyyy) ]
Abstract| | | Destroyedby| | |
MI I Witnessedbyl | |
Drawer #l |j AuthorizingPerson| | -]
Record: 4| [T 1 o |wilet]of 1
Figure 4. Data Form
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The personnel form shown in Figure 5, allows the user
to enter data about people stationed at the Naval

Post gr aduat e School . This form has a main form which
contai ns personnel general data, and four tabbed sub-forns
that contain data related to each person. The first sub-
form docunments NSANET, UNI X, SIPRNET and JDISS account
related information.

3 Microsoft Access - [Personnel]

B Fle Edt Viem hewt Fomd Racords Took Windew  Halp -8 ¥
E- Bm SAT i BITRT M SRR

Personnel Form Add Personnel I Delete Record Clogs Form J
E lenndﬂl L stathannberd Bhonsé

LastMams| L M

First Name M

san|

ALCOUENS | &Eveca Lavain | s..n‘:umnn|| CoTaTRen &

HEAMNET EMAIL
Completion Dste ddd-mmm-yyyyl
JHES EBAL

UHEE EMAIL

SIPERMET EMAL

Fi gure 5. SCI F Personnel Account Form
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Figure 6 depicts the personnel formwith the second

subform whi ch docunents the various access | evels of each

person.

5 Microsoft Access - [Personnel]

M- W a8y Lham @I R T Mm@ 0
M ple Edt ¥iew oot Formst Beoords Iools wwndow  Help .8 x
Personnel Form Add Pergonnel | Delete Record | Cloze Form |
| Personnsto (Autabumber) thnu#]
Last Name Bldg#
Firgl Narme Roomé#| |
55N

Acutads  SEossE Levals |Btbuu|-1.n-d| [

Fi gure 6. Personnel Access Level Form
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Figure 7 depicts the personnel subcustody form and
shows relevant classified data custody information. This
form is wused to check <classified docunents out to
personnel. The DatalD field is a dropdown nenu that wll
di splay information avail able for checkout. Once the item

is selected the associated Bar code, Subj ect and
Classification fields will automatically update.
Personnel Form ~ Add Personnel | Close Form |

] P.ér_s_onne_ﬂlj’l (AutoNumber)| Ph'ohé#fl | |

Last Name| | Bldg#|
First Name | | Room| |
ssi| |

Accounts I Access Levels  Subcustody |Cnmments I

DatalD |BarCoded#| Subject Classification

Record: 14 4 || 1k ] of 1

Figure 7. Personnel Subcustody Form
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Figure 8 depicts the coment sub-form This form
inserts a general comment subform which allows a user to
enter any other pertinent informtion.

Personnel Form Add Personnel | Close Form |
: PersonneIID| ' (AutoNumber)| Phone#l ‘ |
Last Name| |7| Ml ’:
First Namel |7| Room#l |7|
s | |

Accnuntsl Access Leuelsl Subcustody Comments I

>

COMMENTS il

El
Record: 14 4 | PR T
Record: H|1|| 4 >|>I|>*| of 4
Fi gure 8. Personnel Comments Form
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V. | NTRANET AND DATABASE CONNECTI VI TY

This chapter describes how the intranet website is
desi gned and how the site will access the SCIF dat abase.

A DREAMAEAVER MX

Dreamaeaver is a web design application that uses
WYSI SWYG (what you see is what you get) design tools and a
powerful HTM. text editor.[4] The application’ s WSI SWG
assists in webpage devel opnent by automatically generating
HTM. code for application-defined routine procedures while
simul taneously allowing the web designer to add code to
custoni ze webpage devel opment. One of the nmain advant ages
of using Dreamaeaver for web page devel opnent is that it
greatly reduces manual coding for designers. However, an
el ementary |l evel of knowl edge is still required to aid in
trouble shooting errors in Dreamwmeaver generated code.
Roundtrip HTM. is another unique and useful feature of
Dreammeaver. This feature allows Dreammeaver to open any
HTM. page <created in any other program wthout any

alteration to the page.|[4]

B. SCIF SI TE DESI GN

Figure 9 displays the web site architecture. The
site’s honepage is index.htm Al web file nanes will be
entirely in lower case to ensure that they wll 1|oad

correctly on various platforms. Fromthe honepage the user

can decide to enter either the form or report choice
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All users wll

the classified

portion of the site.

data detail
Access to the other

form and
pages wil |

user’s aut horizations and access | evel .

i nvent ory

be able to see the

report.

be controll ed based on the

|
HomBhage

login.asp

Invaliduser asp

:

W&Iﬁﬂr% Page

validuser.asp

-

Farsnnal Detail

Form Choice Page

Data Detail Form

J

Dat‘a%dﬂtﬂ

Personnel [nsert

Personnel Update

EI HomePage

1 Gateway to the site

.......

Groups of similar
' " = pages
Relationships between pages
andlor components

Figure 9. SCI F Website Concept ual
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1. Logi n Page

Al users will be able to access the SCIF Web Page by

typing in http://<servernane>/scifdb or the Internet

Protocol (I1P) address of the nmachine that hosts the SCIF
website. The user wll be asked to login using their
usernane and password.

3 Login - Microsoft Internet Explorer |T|E|E|

Fik Edit View Fwontes Tools Help s
l?; ng ; 4 Fearch * Fenvmribes ‘rrl-:dln £ = e ,:'-I = | ’.:l? b 3

“ddress | 4] hitp:ilocalhost THPIbL 92 5300 g % o

Naval Postgraduate School

SCIF Database

Login
nsemame: |

&) nan= %4 Local intranes

Fi gure 10. Logi n Page

2. Honmepage

The SCIF honepage, Figure 11, utilizes the Wndows
nam ng convention for honepages and was created using the

name index.htm in Dreammeaver MX It was created using
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franes. The use of frames allows the user to continuously
view t he honmepage while using the center frame to display
user selected data. The picture below shows the SCIF
honepage. The honepage top frane contains a picture of
Herman Hall and Fireworks text graphics. The left frame
contains a description of the site and gives the user the

choice to view either fornms or reports.

2 5CIF 5C1 DATABASE - Microsoft Internet Explorer - [Working Offling]

Fil= Edit ‘“Yew Feworke= Toolz Help

D « | %] :" s _,- Search 5.7 Favorbes WY Madia )

= | ] hitp i locaihos,

Naval Postgraduate School
SCIF Database

This database
ie designad 1o
provide access
te the NPS SCI
inventory and
personnel
databases.

& Dore = N Local intranet

Figure 11. SCI F honepage

3. Form Choi ce Page

The Form Choice page, Figure 12, i's named

fornchoice. htm From the honmepage you are able to sel ect
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Forms or Reports. The page bel ow shows the choice if FORVS
inthe left frame is selected. The center franme gives the
user two view choices; Data Detail Form or Personnel Detail

Form

T SCIF 5CI DATABASE - Microsoft Internet Explorer
Fil= Help

eece - i) | |3] R D seach U Fnerime @@ vena 0 | (S B - @ 1

Aadrazz| ) hitp o Nocalhost

Edit Wiew Fanortes Tools

Naval Postgraduate School

SCIF Database

This database | Which form would you like to view:
is designed to

provide accass
to the NP5 SCI

inventory and
: paranr?nal Data Detail Form

databases.

&] Dona %y Local inranst
—- -

Figure 12. Form Choi ce Page

4. Data Detail Page

The data detail formis shown in Figure 13. The user
can use the navigation buttons to scroll through the SCIF
library using this page. Providing that the user has

adm nistrator or limted adm nistrator access they wll be
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able to update, insert or delete data pertinent to the SCIF

i brary hol di ngs.

3 SCIF SC) DATABASE - Microsoft Internat Explorer L=
Fil Edit “ew Faorfes Tods Help i
Gnud: gl > 11: :L: ; # searth i Fmrites a‘h'lrr!-: .5.31 el E - '.a’ i‘i
“ddress |8 hitp ) localhostindeshim w ﬂ:-u

E_“_ Ay Naval Postgraduate School

by SCIF Database
This database .
saesigned o | Data Detail Form Records 2102 of 13
provide
access to the
NPS SCI ) - ,
inventory and Dutg ID: 10291 Originator:  NSA
personnel | Subject:  INFORMATION SYSTEM B
databases. | TECHNOLOGY Py
Bar Code: 22345 66 Date of Material:
Forms Dla Production: HKESSES Date Received:
Classification: Secret Media Type:
B__e_gp_r_tg Abstract: Lost in space for a new generation
update delete  insert new record
Fi gure 13. Dat a Detail Page

5. Data I nsert Page

The Data Insert Form shown in Figure 14, and the Data
Update Form are virtually the sane. They differ only in
the informati on present when the formis opened; the update
form will contain data on the selected item while the
insert form wll be blank. The update page wll be
receiving the Data I D nunmber fromthe Detail Page so that
the wuser can update the associated record. Only
adm nistrator or limted admnistrators can insert or

update these fornmns.
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3 SCIF SCI DATABASE - Microsoft Internet Explorer

Fikk Edit ¥iew Favories Todls Help S E
Qo - ) (x] (@] dR | D searh i Fmoes @ ens £ -0k BF - ap i
“ddress | g hitp:flocalhostindex htm bt ﬂ“"
= "4 Naval Postgraduate School
=T SCIF Database
AP RET
This database
saesionedto | Data Insert Form
provide
access to the
NPS SCI Subject: Originator:
inventory and B C it Copy:
personnel
databases. DIA Production: Date of Material idd mrmm yey)
Classification: Mo b Date Received dd mmim vy
Forms Media Type: |rens &
Abstract:
Reports
|E| | Rraei |
Fi gure 14. Data I nsert Form

6. Dat a Del et e Page

The data delete page is shown in Figure 15. A record
is deleted by sinply clicking the delete button near the
bottom of the form
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3 5CIF 5CI DATABASE - Microsoft Internet Explorer

Fikk Edit %ew Faworfes Toos Help B
G Back = g 11, i} ; 4 Searth "3 " Fawarties *Mrm ﬁ:_'l b = o E - # j_"*,
sddress | g8 hitp:rlocalhostindex Fem - n Lo

Naval Postgraduate School
SCIF Database

ey

This database
scesigneao | Delete Data Form
provide
access to the
| NPS SCI , | DatalD: 10291 Originator: NSA
Mhersonnel | Sublect: INFORMATION SYSTEM b
databases. TECHNOLOGY '
Bar Code: 2234566 Date of Material:
Forms DlA Production: HKESSES Last Updated:
Classification: Secret Date Received:
Reports Media Type:
Abstract: Lost in space for a new generation
Fi gure 15. Dat a Del ete Form
7. Personnel Detail Form

The Personnel Detail Formis shown in Figure 16. The
user can use the navigation buttons to scroll through the
personnel database using this page. Provi ding that the
user has administrator or |inmted adm ni strator access they

will be able to update, insert or del ete data.
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3 SCIF SCI DATABASE - Microscft Internet Explorer

File Edit “iaw Feworkes Tools Help

G!udc | e Jt} 2—1 : 4 sesrch 5 Fewarties *MH‘H {:l- Haa B 5? :_"i

“ddress | @) hitplocslhostindex htm

Naval Postgraduate School

SCIF Database

This database = Records 4 tod of 11
saesigneao | P@rsonnel Detail Form
provide
access to the
HPS BCI
inventory and | Personnel 1D: 245 SIPERNET ID:
personnel Last Nama: Ambers SIPERNET EMAIL:
databases. First Mame: ‘anessa UNLEX 1D
SSN: 111-01-1000 UNIX EMAIL:
EQ_F_I'_'I_'!_S_ Eldg: &8E& JOISS 1D:
Room: 2 JOISS EMAIL:
EEE'G_"IE Phone: (757) 444-9580 MSAMETID:
Access Levels: 51 - Tk - BYE GG NEANET EMAIL:
i i HSANET:
= Completion date:
Comments:
Fi gure 16. Personnel Detail Form
8. Personnel Update Form

The Personnel Insert Form and the Personnel Update
Form shown in Figure 17, are virtually the sane. They

differ only in the information present when the formis

opened; the update formw Il contain data on the sel ected
person while the insert form wll be blank. Only
adm nistrator or |imted admnistrators can insert or

update this form
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" Naval Postgraduate School
. SCIF Database

EIPERNET ld:

SIPERNET Email:

UMEX Id:

UNIX Email:
JOISS Id:
JOISS Email:
MSAMET ld:
NSANET Email:
NMSANET: O

Completion date: (dd mm v

Updat e Form

ﬁ- i
T
P,
This database
scesignea o | P@rsonnel Update Form
provide
access to the
inv'elﬁlifﬂnu Last Name: |aroes
personnel First Name: Varaoan
databases. &8HN: [1m-0m
Bldg: ==
Forms | Room:
Phone: (75744259
Eeport_:-; Access Levels: 51 7 TK 5 BYE [0 GG [
EU [ NK &
Comments
[Updat= |
Figure 17. Per sonnel
9. Personnel Del ete Form

The Personnel

[imted

per sonnel

adm ni strators and

40
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adm ni strators
informati on from the dat abase.

al | ows

del et e



Naval Postgraduate School

SCIF Database

This database
scesignedto | PErsonnel Delete Form
provide
access to the
Inv’;mfﬂnﬂ Last Name: Ambers SIPERNET Id:
pesaaninel First Name: ‘fanessa SIPERNET Email:
databases. S8N: 111-01-1000 UNEX Id:
Bccess Level: UNIX Email:
_FDT[TIS_ Bldg: E&E&8 JOISS Id:
Room: 2 JOISS Email:
RQ]:_‘._IOI’{S_ Phone: (757) 444-5999 HSANET Id:
BAccess Levels: S - TK ~ BYE GG HSANET Email:
HEANET.
RO e Completion date:
Comments:
[Deleke ]
Fi gure 18. Personnel Delete Form

C. DREAMAEAVER USER SECURI TY

Control to the SCIF database is enabled wusing
Dreammeaver MX user authentication. A dynamc web site
al l ows access control of editing and view ng privil eges by
aut horized users. [5] Authentication is acconplished by
addi ng usernane, password and access level fields to the
Access database. Access |evels assigned to each page wl|
govern users’ access to the web pages in the site. The
SCI F database wi |l have four |levels of security enbedded in

t he program
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1. Adm ni strator G oup

The first level will be an admnistrator |evel. The
adm nistrator will be allowed read, insert, nodify and
delete all per sonnel and data. Additionally, the
adm nistrator will have the ability to change the database
schema. The administrator will have access to the database
via the database file and the web. The Mcrosoft Access
program wi || be used to nake any database schema changes,
append destroyed data and transfer custody of classified
docunents to personnel.

2. Limted Adm ni strator

The limted admnistrator will be allowed to read,
insert, modify and delete all personnel and data records.
The limted admnistrator will access the database by
| ogging on via the web interface. A linmted adm nistrator
will be able to transfer custody of classified docunents to
per sonnel .

3. Ext ended User

The extended user will be allowed to read and view all
of the personnel and data records. The extended user wl|

access the database by logging on via the web interface.
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4, User

The normal wuser will only be allowed to view data
records contained in the SCIF library via the web
i nterface.

D. DREAMAEAVER SI TE SECURI TY

Access to each page in the SCIF website is inplenented
by wutilizing Dreammeaver’s user authentications server
behavior. Security authorizations are applied to each page
in the website; this functionality will keep unauthorized
users from accessing a page based on an access group stored
in the database table. As detailed in the user’s manual
the admnistrator wll be responsible for assigning
user nanes and passwords in the database for |ater recall.
Tabl e 7 shows how security is applied to each page in the

dat abase.
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Page

Associ ated Aut hori zati on Level

Homepage

Adm ni strator,

Ext ended User,

Li mted Adm ni strator,

User

For m Choi ce

Adm ni str at or,

Ext ended User,

Limted Adm ni strator,

User

Report Choice

Adm ni str at or,

Ext ended User,

Limted Adm ni strator,

User

Dat a Det ai |

Adm ni str at or,

Ext ended User,

Limted Adm ni strator,

User

Data | nsert

Adm ni strator,

Limted Adm ni strator

Dat a Updat e

Adm ni strator,

Li mted Adm ni strat or

Adm ni strator,

Limted Adm ni strator

Adm ni strat or,

Ext ended User,

Limted Adm ni strator,

User

Adm ni strator,

Li mted Adm ni strator

Adm ni strator,

Limted Adm ni strator

Adm ni strator,

Li mted Adm ni strator

Dat a Del et e

Per sonnel Det ai |l

Per sonnel Insert

Per sonnel Update

Per sonnel Del ete
Table 7.

Website Authorization Table
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V.  SUWARY

Several options were explored to determ ne the best
met hod of neeting the database requirenents. Si nce
M crosoft products are in w despread use at NPS, Access
2000 was chosen as the relational database. Access 2000
al so has the ability to display data via data access pages
(DAPs). Research reveal ed that DAPs have a relatively |ow
| evel of security due to limtations in protecting HITM
Dat a Access Pages. Macronedi a’ s Dreamweaver MX was chosen
to develop the website as it provides better security by
al l owi ng the devel oper to assign user |evel authentication
security feature to each page. The inplenentation nmethod,
detailed in this thesis, addresses the need for the
consolidation of the two independent personnel and
classified inventories. Additionally, it allows users to
access related web pages via the Classified Intranet. By
default an intranet solution provides for enhanced
accessibility to the SCIF database for all users on the
Intranet. As data and user demands grow, future upgrades
to the database and website should be acconplished by using
technol ogi es avail able at NPS. There are several obstacles
to take into consideration when deciding in upsizing a
M crosoft database to SQL Server. Specifically, followon
devel opers need to have VBScript, Visual Basic and SQL
codi ng background prior to upgrading to a SQ server.
There are features in Access that do not convert to the SQL
nodel . For exanple macros, subform features and repeating
drop down nenus nust be coded manually to duplicate
exi sting functionality. Additionally research nust be
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taken to investigate potential interoperability problens

bet ween chosen technol ogi es.
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APPENDI X | ADM NI STRATOR USER MANUAL

The administrator will need to routinely acconplish
several tasks in maintaining the website and dat abase.

To setup an Open Database Connection (0ODBC) the
adm nistrator will click the start in w ndows and foll ow
the path: control panel > admnistrator tools > Data
Sources ODBC. Select the System DSN and ensure there is a
connection named SCIF with a Mcrosoft Access Driver
(*. mdb) . If the DSN does not exist create one using the
add button.

€"0DBC Da! Source Administrator E[‘gl

User SN  System DSN ] File DSMN ] Drivers l Tracing l Connection Pooling ] About ]

System Data Sources:

MName ]Dn’ver |
GlobalCar Microsoft Access Driver {".mdb)

Add...
Microsoft Access Driver {"mdb) Remove

=gl SQL Server Use to add

if DSN does

not exi st

Corfigure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

QK | Cancel hpp Help
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Once the adm nistrator presses the add button the follow

screen will appear
ODBC Microsoft Access Setup 7x
w?rﬁﬂwﬁwwg Ot Sourms lame |tﬂ O
EETrTr el ==
i Datebmm: T 'dnstoub smvmont Disbaza 5:=F:F B |
:1 " e T St | Cmels. | Fepar [ savncas._ | Sel ect t he
: i directory
% Born
7 Deimbase t he
Cedras dat abase is
@ ke e s AL st | ocated in
or i mag hine, iroky ding MT pareioey
Ok Carmed Helg

Click ok and setup is conplete.

The Startup formcontains three Title areas: Database
Managenent (Dbase Mgnt), Forms and Reports. The append
destroyed data action button |ocated beneath Dbase Mynt is
used to append destroyed data information to a destroyed
data table and then delete the information from the data

t abl e.

Located in the forms colum are the data, personnel,
and username/ password action buttons. The data formis
used to enter data related information. The personnel form
is used to enter personnel related information. The
usernane and password formis used to enter usernanes and
passwords for intranet access to the SCIF webpage. The
default user |evel when a new person is entered into the
dat abase is user. The adm nistrators can increase user

privil eges as needed using the username and password form
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Located under the reports colum are action buttons

for destruction reports, data |ocation,

a report select desired action button.

1. Startup Form

per sonnel
i ndi vi dual subcustody report and NSANET reports.

To print

5 Microsoft Access - [Startup : Form]

Fle Edt WView hswt Formet Records Tooks Window  Halp

E-Hu sk : ]

v - Rt s B

-l

DEase Mgmt Forms
Append Desroyed
Daka

Exit
@ A Personnel

Username
and Password

NPS SCIF Classified Material Database |

Destructions

I

Data Location

Personnel
Access

Individual
Subcustody
Report

NSANET




Press
1st

As shown, once you click append destroyed data action
button a nessage will indicate “You are about to run an
append query that will nmodify data in your table.” “Are
you sure you want to run this action query?” Click Yes to

append data from the data table to the destroyed data
table. Click No to cancel action.

2. Append Destroyed Data

7 mmat s it el

1 Al Edt View Dset Formet Fecords Tooks Window  Halp -8 x

E-H8EhF = B re b

] NPS SCIF Classified Material Database _

DEase Mgmt Forms
- Append Destroyed -
Daka

Eun
@ Dsanbnss Personnel Data Location

Username

‘Fou are aboul 10 run an append query that will medify d2ta in your tale,

Reports

Destructions

i

|
|

; } 4 vu sne poument iorun T tvpeof ecian ouere?
Far infarmation on berning ofT con firmarion resssages far doourent deletians, dick Help.

=] | |

NSANET

Pr ess
2nd

Click hare o begin

.',:- s.far[ 3§ PRr@OSOL - Mic. | B groupd ; Dambas-., % Startup : Form R ki srPm

Once the user clicks Yes, a new Access information box
will pop upon with a statenent “You are about to append #
rowms). Once you click yes, you can’'t use the undo
command to reverse the changes. Are you sure you want to
append the selected rows?” The # sign indicates the
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nunber of rows that will be appended. |If the displayed
statement is correct press Yes.

Append Destroyed Data cont.

. Microsoft Access - [Startup ; Form] 3
Ble Edt View Jsert Foomed Becords Tools Window  Help pE @ ques =8

R NS TR Mo R g .

] NPS SCIF Classified Material Database .

Appoma fosiey Data Destructions

@ ek Personnel Data Location

Username

=i

Etwlnla

Microsoft Access

You are shoat to append O row(s),

Ol it Do Vi, WO CarTT e e Linde covriand b revenss 98 Changei.
Are pi BT YT Wt i soperd the se ieched owe?

a

[= ] ™
NSANET
Next the delete records query will run. A nessage w ||
cone up that indicates. “You are about to delete #

row(s) fromthe specified table? Once you click yes, you
can’'t use the undo command to reverse the changes. Are
you sure you want to delete the selected records?” dick
Yes to delete records. Click No if you do not want to

update you Data table by deleting destroyed dat a.
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Append Destroyed Data cont.

" Microsoft Access - [Startup : Form]

B Fle Edt Viem Jsert Formet Becords Took  Window  Help

-8 x
B8 SRy rne o Ty M B E,

DBase Mgmt o
ﬁppﬂnl‘ln[:u;lrurﬂ Da Destructions

@ ek Personnel Data Location

SllecTwlalals

e

Microsoft Access

You are shoast to delebe 0 rova(s)) from the specried table.

= Y Onm oo Ot ek, U CT e e Lndo aomerand D avies e Changas.
Brewou mre v et o deleie the selecied reconch?

[=] = |
NSANET
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3.

Ent er Dat a

H Microsoft Access - [Document Form]

Fle Edt View hsert Format Racords Took Window  Halp -8
- da&SEhy & HILTH M BaE- 5

Data Form Add Data | Close Form |
: M m MediaType J

:::% Classification |

or| |

———— AccessLevel -]

prem LastUpdated| o

Diate of Material| .. ..

Subject Destroyed|

BateRecaived| .. oy DateDestroyed| =

Abstract Destroyediy

M -] Witnezzadby

Drawer®| | AutherizingPerson #l

a. Datal D - an autonunber that is generated by Access,

t he user cannot mani pul ate this nunber
b. Bar Code# - enter 7 digit barcode nunber

c. Originator — enter originator nanme

d. DI A Production # - enter DI A production nunber

e. Copy# - enter copy nunber if applicable.

f. Date of Material — enter publication date of materi al
g. Subj ect — enter subject of materi al

h. Dat eRecei ved — enter the date received by command

. Abstract — enter abstract as appropriate

]. Safe # - enter safe nunber 1 thru 24

k. Drawer # - enter drawer nunber 1 thru 4

| . Medi aType — enter nedia type fromthe dropdown nenu
m Cl assification — enter classification from dropdown
menu

n. AccessLevel — enter access level from dropdown nenu
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0. LastUpdated — filled in automatically from Access when

data is nodified

p. Destroyed — check box if material has been destroyed
g. Dat eDestroyed — enter the date material is destroyed
r. Destroyedby — enter person conducting destruction

s. Wtnessedby — enter person wi tnessing destruction

t. Aut hori zi ngPerson — enter person authorizing the

destruction
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4.

Enter Personnel and Account | nfornmation

t Microsoft Access - [Personnel]

Fle Edt View hsert Format Racords Took Window  Halp -8

BE- W& L HEIHTHRT M 0 -
Personnel Form Add Personnel | Delets Record Class Form J
¥ PersonneiD m Ehonsé
Last Hams M
First Name Foomé
S|
ALcosns | Arcoss Laals | Subcusiody | Commens |
HEANETE MAIL
Com{uetion DEte (- mmm-yryy|
JIHES EMAL
LN ERLAIL
SIPERHET EBAL
a. Personnel ID - is an autonunber that is generated by

Access, the user cannot mani pul ate this nunber
b. Last Nane — enter |ast nane

First Nanme - enter first nane

SSN — enter social security nunber

Phone# - enter work phone nunmber

- O QO O

Bl dg# - enter work buil ding nunber
Roon¥# - enter room nunber
h. NSANET I D — enter National Security Agency Network

(@]

identification

i . NSAET Email — enter National Security Agency enai
addr ess

j . Conpletion Date — enter NSA conpletion date

k. JDISS I D — enter Joint Deployable Intelligence Support
System (JDI SS) identification

. JDISS EMAIL — enter JDISS emai| address

m UNI X I D — enter UNI X identification
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n. UNl X EMAIL — enter UNI X enmai| address
0. SIPRNET ID — enter Secret Internet identification
p. SIPRNET EMAIL — enter SIPRNET enmail address

Enter Access Level
The Access | evel subform has a checkbox next to each

associ ated access | evel . The user will check the boxes

that correspond to the person’s |evel of access.

5 Microsoft Access - [Personnel]
E-ddalv yham A HZ R T A e e O
M Gk Edit Yew [ns=rt Fgrmet Becords Taol=  Windew Help 3 on f a

Personnel Form Add Personnel | Delate Record Close Form
*| PersannesD M Phone#| (B31)856-7717

LagtName] BORCHARDT Blig#| =0

First Mame| ranCy Rooma| 404

s (111111 G

Srogurss  Acoess Levels | subowstody | Comments |

e B
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5. Enter Subcustody information

To transfer subcustody data

to an individual t he
adm ni strator will

sel ect the person to Subcustody data to.

t he Subcustody subform and press the DatalD
drop down nenu to select data to be assigned.

Then sel ect

5 Microsoft Access - [Personnel]

B Fle Edt View Jsert Formet Becords Took  Window  Help

pe @ question fp -8

E-dHSshs B o & 2l el e B [
~ Personnel Form | Add Peﬂn-nrrell | Delete Record I | Close Form
*| PersonnslD| (mtorumber) Phones|

Last Hame | Bldg#| |

55N

Arcouams | Arcpes Lovels  Siocusindg | Commeris |

| Datell |BarCodes] Subject Classification
0
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6. Comment s

Coments can be entered by selecting
subform and enter

comments as desired.

t he

coment s

5 Microsoft Access - [Fersonnel]

Arons | Aroess Levels | Subtustody  Comements

[ Blo Edt Yew hset Fomat Reonis Took Window Halp -8 x
- HnEhs T N ML v B A

Personnel Form Add Pergonnel | Delete Record | Clogs Form
| Parsonnsin (Autabiumber) Phones

Last Nama Bldg# |

First Narme Roomé#| |
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7. Print Destruction Report

This report shows data that has been destroyed. The
report is formatted to display the Barcode, Subject, Copy
number, classification and date of destruction. The form
al so has signature blocks for the people conducting and
Wi t nessing the destruction.

H Microsoft Access - [Destruction]
!B Fle Edt Vies Tools Window  Help
¥-& omDE = Oose|genp W @ @,

NPS Destruction Reponr
[
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9. Print Data Location Report

The Location Report shows where each piece of data is

stored. The report displays the |ocation of data by safe

nunber, dr awer nunber, bar code
cl assification.

4 Microsoft Access - [Location Lookup Query]

'#@ Rle Edt View Tods Mindow Holp

-5 JBEmDB = Qoso | gep - B m- @,

Lecation Lockup Query

nunber,

Sefal Crwwerd  BarCoces  §ebwt

o sios

1 ¥ AWM SUBIECT ERAWALE

H i BRI TEBTTEGTTEET

£ TITITIT  FRliel WhMAGEMENT
ELELTREHC BB OHE
INPOUET OH PRAMPANE.
TIEETIHO: BLEECT
THE R TOORY

UHLASE
Loy
UHLASE
Tk
TeE AT
UNCLANZ
Cariaerbal

IHEORUAT DM SYSTEM TECHROLSDY  Ssomt
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10. Print Personnel Access Report

The Personnel Access Report lists all personnel in the
dat abase along with their associ ated access |evels.

" Microsoft Access - [Personnel Access Query]
B pk Edt Maw Tools Window Halp
¥-& 2EEE * Chw Setp | M- B im- B,

Perscrnal Access Query

{

oooBBO000DE00
oooBeEODODOCEOa

vy o @
Eovnes b o
B 1 ]
oA | 10 5]
Haly oo
Mr o o
f— [ -1
Pary -1
. oo
s ]
Ear, aa

oooEeEEOO0OOCEBO0O0
oEoEEOOOB0O0

g 1
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11. Print Individual Subcustody Report

The Subcustody report shows a list of all the data a
person has issued to them It lists the information by
| ast name, first name, social security number, subject and

cl assification.

& Microsoft Access - [Subcustody]
B Al Edt View Tools ‘Window Help
¥-& 0BEE - | Qoee | Gewp | - Bim- T,

NPS Subcustody Report
LosiHame P Ham 5581 hartocke S

Bordhart Randy ARTELE B b L T FINACIAL MSHS CENENT
immn TEITHG SUBECT
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12. Print NSANET Report

This report shows all the people that have conpl eted
t he NSANET course. The report displays the data by | ast
name, first name, social security nunmber and the date the

course was conpl et ed.

5 Microsoft Access - [NSANET Query]
/W Alk Edt View Todls Window  Help

¥-& oEmE -~ = gusa|gep M- B m- B,

NP3 NIANET Report
Laai biwas Firmt biarie A
el Pundy 1T RETIT
Tary B Hallanz
sa smac RN
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13. Enter usernanme and password

This form is used to enter usernanme, password and
usergroup fields. The Personnel I D, Last Name and First
Name fields cannot be nodified using this form This form
only allows nodifying the username, password and usergroup.

s Microsoft Access - [USERNAMEPASSWORD]
M Bl Edt Yew jnset Fgmet Becords ook YWindow  Halp

- Wy a8k Y HEI TR AR Br- .
Arial = i1 -II;I:_IQ:i*_a-L-d. L
m
Barchandt
Rty
risorchardt
password

admin
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